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Operational Test & Evaluation (OT&E)
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Mission : Evaluate operational effectiveness & suitability
to defend our homeland & prevail in conflict



Live -Fire Test & Evaluation (LFT&E)
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Mission : Evaluate survivability & (when necessary) lethality
of the Joint Force to build defense & resilience




DOT&E in Context of the Department of Defense
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Test the way we fight

Architect T&E around validated mission
threads & demonstrate the operational
performance of the Joint Force in multi-
domain operations

Accelerate the delivery
of weapons that work

Embrace digital technologies to deliver
high-quality systems at more dynamic rates

Improve survivability of
DoD in a contested
environment

Identify, assess, & act on cyber,
electromagnetic spectrum, space, & other
risks to DOD mission — at scale & speed

Pioneer T&E of weapon
systems built to change
over time

Implement fluid & iterative T&E across the
entire system lifecycle to help assure
continued combat credibility as the system
evolves to meet warfighter needs

Foster an agile &
enduring T&E enterprise
workforce

Centralize & leverage efforts to assess,
curate, & engage T&E talent to quicken the
pace of innovation across the T&E
enterprise




What Do These Systems All Have In Common?
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Lacked adequate operational testing & evaluation!!


http://www.dote.osd.mil/
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Transfor mati on

SEAMLESS COLLABORATION ACROSS ALL DOMAINS

ATTRITABLE SYSTEMS AT SCALE

ENABLED BY AUTONOMY & Al

These capabilities all require assured PNT G -



Transfor mati on

LONG-RANGE LETHALITY

ATTRITABLE SYSTEMS AT SCALE

CONTESTED ELECTROMAGNETIC SPECTRUM

ANTI -ACCESS / AREA DENIAL (A2/AD)

Countering these capabilities requires assured PNT




A Brief History of Military PNT

ENABLES PRECISION STRIKES

REDUCES COLLATERAL DAMAGE

ENABLES RAPID LOGISTICS



A Brief History of Military PNT

ATechnologies to place weapons on the right target by providing positioning data

German AFritz Xo gulF4#edPhhamboms dest rr oy eRlssiBdeplayolAB s500S via
sinks [talian ship 7@ARawmBridgeinVietnargigB972 GLONASS in Syria in 2015

ATechnologies to provide positioning data to military platforms

1 9 6 0 6 sNomranigs celestial MIT/AFRL /I/lagnez‘/c Navigation Armyd6s Mounted Assur
navigation system (MagNav ) projectona C -17in 2023 (MAPS) fuses multjple sources

Many technologies used to place weapons on right targets




Changes Across the Operational Environment

ACCELERATED NEAR PEER THREATS
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Changes Across the Operational Environment

Jamming Spoofing
(Russian Pole-21 system) (Iran spoofing GPS)

Layered PNT Offenses
(Multiple reinforcing layers at
the Spratly Islands)

PNT Density & Redundancy

land-based PNT)

(Chinads mul tipl

Rapid Spoofing Proliferation
(DlY GPS spoofing )

Blue Force Electronic Attack
| a(Yrackinrg friendly forces
despite interference)
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Technologies Key to the New Operational Environment
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Asymmetric, networked PNT advantages for the new era




Technologies Key to the New Operational Environment
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Layered PNT  PNT Density & Jamming Spoofing
Offenses Redundancy

Low Earth Orbit &
other reliable signals
(LEO- DARPA)

Anti -jam antenna systems &
multi -source PNT fusion
(Collins: Multi-Sensor Antenna System-100)

Miniaturization of
sensors & clocks
(Chip-scale Atomic

Clock, DARPA)

Asymmetric, networked PNT advantages for the new era



DOT&E Strategic Pillars

PILLAR 4
T&E of Weapon Systems
Built to Change Over Time

PILLAR 1
Test The Way We Fight

PILLAR 3
Improve the
Survivability of DoD in a
Contested Environment
PILLAR 2 PILLAR 5
Accelerate The Delivery Foster an Agile & Enduring
of Weapons That Work T&E Enterprise Workforce

www.dote.osd.mil/News/News-Display/Article/3380429/dote -strategy-implementation-plan-2023



http://www.dote.osd.mil/News/News-Display/Article/3380429/dote-strategy-implementation-plan-2023

DOT&E Strategic Pillars & Their Relation to PNT

PILLAR 1
Test The Way We Fight

Provide tools, methods, & processes
to evaluate complex missions in
challenging all-domain operations
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DOT&E Strategic Pillars & Their Relation to PNT

Develop enterprise level T&E data
management & analysis solutions
that maximize the power of data

OPERATIONS AND SUSTAINMENT

Production

Robust testing in
support of adaptive
] acquisition pathways

Enterprise T&E
data management
in the cloud

PILLAR 2
Accelerate The Delivery Na
of Weapons That Work



DOT&E Strategic Pillars & Their Relation to PNT

Enable a dynamic response to
cyber & electromagnetic threats, &
tests for tull-spectrum survivability

PILLAR 3
Improve the

Survivability of DoD in a

Contested Environment

Stryker during Army Mounted Assured PNT

System (MAPS) operational testing 18




DOT&E Strategic Pillars & Their Relation to PNT

Automated evaluation of software
reliant system operational performance
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,/ PILLAR 4
’ T&E of Weapon Systems

7/ Built to Change Over Time

/

Increase the use of digital twins
& responsible Al in T&E & tools
to support effective software T&E

PNT environment sensing

Digital
Twins




DOT&E Strategic Pillars & Their Relation to PNT

Automation &
cyber -security
Skillsets

Organize, train, & equip the
next-generation workforce

. PILLAR 5
. Foster an Agile & Enduring
ol T&E Enterprise Workforce

20




Challenges in T&E of PNT Technologies

1. Test the way 3. Increase the 5. Foster an agile &
we fight survivability of DoD enduring T&E
in contested enterprise
environments workforce
— Il © © il © o—lllI—
1. Test Range Limitations 2. Increasing Complexity 3. Software Integration
The DoD must consider impacts to As PNT systems becomemore The integration of new PNT systems into
other US & State Government complex & Incorporate multiple legacy platforms & weapon systems has
agencies , Commercial Aviation, & PNT sources , it becomes harder proven to be challenging. Software
Civilians when conducting intentional to model system /threat integration /ssues are being found in all
GPS interference . This places severe environment interactions. It also stages of testing . The exact cause of the
limitations on the realism of the becomes harder to simulate  the software integration issue Is not always clear
threat environment & the frequency that complexity of the real world in a & makes it harder to assign responsibility
we can conauct these operr-air tests. chamber. (especially for operational testing)
4. Training for a Contested Battlefield 5. NAVWAR: Al & Autonomous
Several contested battlefield effects including denied SyStemS

GPS, disrupted communications, & cyber attacks

can be indistinguishable  at the user level. Additional
training is need  to ensure warfighters understand the
capabilities & limitations of their systems on the
contested battlefield.

M&S & Developmental Testing of PN Fdependent Al
& autonomous systems must be robust enough  to
support critical safety releases  prior to operating
under NAVWARconditions in Operational Test.
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Challenges in T&E of PNT Technologies

1. Test the way

2. Accelerate delivery
we fight

of weapons that
work
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3. Increase the
survivability —of DoD
in contested
environments
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1. Test Range Limitations

A The DoD must considerimpacts to
other US & State Government
agenciles , Commercial Aviation, &
Civilians when conducting
intentional GPS interference

A This places severelimitations on
the realism of the threat
environment & the frequency that
we can conauct these open-air tests

o

4. Pioneer T&E of
weapon systems
built to change
over time

5. Foster an agile &

enduring T&E
enterprise
workforce

Q




Challenges in T&E of PNT Technologies

1. Test the way
we fight
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3. Increase the
survivability of DoD
in contested
environments
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2. Increasing Complexity

A As PNT systems becomemore

complex & Incorporate multiple
PNT sources , it becomes more

harder to model system/threat
environment interactions

A It also becomes harder to

simulate the complexity of the
real world in a chamber

o

. Foster an agile &

enduring T&E
enterprise
workforce

Q
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Challenges in T&E of PNT Technologies

1. Test the way
we fight
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3. Increase the
survivability of DoD
in contested
environments

5. Foster an agile &
enduring T&E
enterprise
workforce

3. Software Integration

A The integration of new PNT systems
Into legacy platforms & weapon
systems has proven to be challenging

A Software integration issues are being
found in all stages of testing

A The exact causes of software
Integration issues are not always clear
& makes it harder to assign
responsibility  (especially during
operational testing)




Challenges in T&E of PNT Technologies

1. Test the way
we fight
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3. Increase the
survivability of DoD
in contested
environments
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5. Foster an agile &
enduring T&E
enterprise
workforce
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4. Training for a Contested Battlefield

A Several contested battlefield effects
including denied GPS, disrupted

communications, & cyber attacks

can be indistinguishable
level

A Additional training is need

at the user

[o ensure

warfighters understand the capabilities &
limitations of their systems on the
contested battlefield

Q
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