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CRITICAL TECHNOLOGY AREAS
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Seed Areas of 
Emerging Opportunity

Effective Adoption 
Areas

Defense-Specific 
Areas

The creation of the Office of the Assistant Secretary of Defense for Critical Technologies was
informed by the 2022 and 2019 National Defense Strategies, which initially established the
previous modernization priority areas. Expanding on the original priorities, there are now 14
critical technology areas that are vital to maintaining the United States' national security, grouped
into three categories.
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INTEGRATED NET WORK SYSTEM OF  SYSTEMS
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Challenge: Without fully connected DoD networks: impaired situational awareness, delayed response, miscommunication, 
compromised OPSEC, loss of C2, diminished confidence and moral, and strategic vulnerabilities will occur.

Interoperable Secure Trusted Hyper-MobileResilient

Automated C2 Orchestration
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Q UA N T U M  S C I E N C E ,  T E C H N O LO G Y,  A N D  
E N G I N E E R I N G

Three kinds of 
research & 

development 
To answer 

What, How & 
Why

Navigation and Timing

Spectrum, Imaging, & Detection
(e.g. electromagnetic sensors)

Computing

Processes, Controls & Materials

Harnessing Entanglement
(e.g. quantum networking)

Quantum Computer Science

Quantum Science Quantum Technology
Knowledge-driven Applications-driven

Specialized Components Integration and Architectures

Success needs 
them all plus a 

workforce 
(the Who)

Quantum Engineering
Process-driven
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QUANTUM TECHNOLOGY IN NAVIGATION
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ATOMIC GYROSCOPE SPACE DEMO 
TRANSITION E XAMPLE FROM OUSD R&E
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Defense Innovation Unit (DIU) Project Spotlight | 27 September 2023 

• Quantum Sensing is the most mature and 
promising for use in military technologies reliant 
on accurate PNT 

• DIU in collaboration with OUSD R&E kicked-off a 
quantum sensing initiative in late 2020 focused on 
moving atomic sensors out of the lab to the real 
world

• Vector Atomic (California start-up) in partnership 
with Honeywell Aerospace delivered a fully 
integrated, high-performance atomic gyroscope

• First atomic gyroscope to undergo space 
qualification and is expected to be the first atomic 
inertial sensor to operate in space
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ATOMIC GYROSCOPE SPACE DEMO 
TRANSITION E XAMPLE FROM OUSD R&E
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Defense Innovation Unit (DIU) Project Spotlight | 27 September 2023 

“This project represents decades of investment by
the DoD, particularly DARPA, into quantum based
inertial sensors. It is so exciting to see the
capabilities come to fruition, thanks to this
development push from DIU and funding support
from OUSD R&E amongst many other agencies,”
said Dr. John Burke (PD of Quantum Science at
OUSD R&E)Physics package for atomic gyroscope. Courtesy 

of Vector Atomic
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QUANTUM TECHNOLOGY IN TIMING
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TIMING IS  EVERYTHING
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• Vector Atomic is a 5-year-old California start-up 
focused on fielding and commercializing atomic 
instruments

• Atomic instruments e.g. atomic clocks measure time 
using the resonant frequencies of atoms, which act as 
the beats, or ticks, of the clock

• Conventional atomic clocks are based on clusters of 
cesium atoms that emit light with high frequency 
oscillations when illuminated by a laser source

• Optical clocks based on different elements (e.g. the 
EG-30 device shown to the left is an iodine optical 
clock) can emit light at even higher frequency 
oscillations, therefore providing ticks more precisely 
than conventional atomic clocks

Evergreen-30 (EG-30) : Rackmount Optical Clock 
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QUANTUM TECHNOLOGY READINESS 
LEVELS:  A CHALLENGE FOR INDUSTRY
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Readiness 
Level Technology Manufacturing Integration System

9 System proven through 
successful operations Full Rate Production Operational System Operational system

8 System proven through test and 
demonstration Low Rate Initial Production Actual system demonstration Actual system demonstration

7 System prototype demonstration 
in an operational environment Pilot Line Capability Validated integration of 

technologies
System prototype demonstration 
in an operational environment

6 System  prototype demonstration 
in a relevant environment

Prototype system or subsystems 
in the production environment

Complete information exchange 
for the application

System prototype demonstration 
in a relevant environment

5 Breadboard validation in a 
relevant environment

Prototype components in a 
production environment

Sufficient control to manage 
integration System component validation

4 Breadboard validation in 
laboratory environment

Technology produced in a 
laboratory environment

Sufficient detail in Q&A of the 
integration System component verification

3 Experimental validation Manufacturing proof of concept 
identified

Technologies shown to be 
compatible System proof of concept

2 Analytic studies & simulation Manufacturing concepts 
identified Ability to characterize interface System technologies

1 Basic principles observed / 
reported

Manufacturing implications 
identified

Interface between technologies 
identified System concept
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INTEROPERABILITY OF QUANTUM WITH 
OTHER PNT TECHNOLOGIES
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Physical Layer

Application Layer

Information Layer

Networking Layer

GravimetryMagnetic AnomaliesRadio Frequency Image AidedBathymetry

Cross Layer Timing & 
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Behavior
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(Encryption, Zero trust)

Data Centric C2 
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Redundant 
Network Paths

Software Defined
Networking

Milestones of GPS provide an example 
of how PNT technology can evolve
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THE MISSING L AYERS OF ORCHESTRATION 
WITH POSITIONING AND TIMING
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Thank You to Dr. Joe Mitola for this Figure!
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INSS CRITICALITY,  CHALLENGES 
AND ATTRIBUTES
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• Developing an architecture that 
allows tech insertion while 
maintaining interoperability 

• Defining standards needed for 
quantum technology integration

• Measuring the lack of 
interoperability with metrics

• Tracking readiness levels 
beyond just technology 

• Defining the required Quality of 
Service metrics for Quantum 
Technology

• Data rate, latency, jitter, packet 
loss, ...
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LayersAPPLICATION LAYER
INFORMATION LAYER

NETWORKING LAYER
PHYSICAL LAYER 

Interoperability Grid of Critical Technologies with Quantum Technology

Technologies at 
Varying Readiness 
Levels
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T H A N K  YO U  F O R  YO U R  T I M E !

Principal Director of Integrated Network 
System of Systems (INSS) at OUSD R&E

Ms. Meggan Schoenberg
meggan.m.schoenberg.civ@mail.mil

Principal Director of Quantum Science 
at OUSD R&E

Dr. John Burke
john.h.burke51.civ@mail.mil

PNT SME at OUSD R&E/INSS

Dr. Wil Myrick
wilbur.l.myrick.ctr@mail.mil
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